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Cove Data Protection

Cloud-first data protection as a service

Cove Data Protection™provides streamlined,
cloud-first backup, disaster recovery, and
archiving for physical and virtual servers,

workstations, and Microsoft 365®*data, managed

from asingle web-based dashboard. Cove was
designedto reduce the cost and complexity of
data protection—without sacrificing speed or
reliability.

Flexiblerecovery options

* Getmultiple recovery options from a single
product, with no extra chargesfor different
recovery methods.

* Leveragefast file- and folder-level recovery and

full system recovery with bare-metal restore or
virtual disaster recovery.

* Create astandby serverviaour continuous
recovery option.

* Recoverat LANspeed viathe LocalSpeedVault
option if needed.

* Test and verify backup recoverability on an
automated schedule with recoverytesting.

TrueDeltatechnology sends afraction ofthe
data overthe WANduring daily backups.
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Builtfor the cloud

* Backingup to the cloudisn’t an afterthought

with Cove;it was built for that. Ourproprietary
architecture moves50times lessdata than
traditional image backup products.

Cove’sTrueDeltadeduplication and efficient
architecture make daily backups smalland
lightweight, allowingyou to back up more often.

Cloud storage (including archiving) is included
inyour price, and you can keep backup data in
region with 30 data centers worldwide.

AES256-bitencryption protects backup files
intransit and at rest.

Settings

Defineprofilesfor device types for auto-deployment
to help savetime and increase consistency.
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No hardware hassles

* CoveisaSaaSapplication—noneed to patch,
upgrade or maintain a local application server.

* Appliance-freedirect-to-cloud backups help
saveyou time and money.

* Noneed to buy, provision,or manage local data
storage for your backups. Storage in our private
cloudisincluded.

* Keepan optional local copy of your data using an
existing network share or other hardware with
LocalSpeedVault.

Features at a glance

End-to-end security

* AES256-bit encryption is used to help secure
filesthat remainencrypted intransit and at rest.

* Create your own private key or have one
generated for you during deployment.

* ISO-certified data centers are located
worldwide, with additional certifications
by location.

* Role-levelaccesslets you grant limited access
to backups as needed, secured with mandatory
two-factor authentication.

TrueDelta technology

* Byte-level change tracking between backups
helps ensure only changed data within afile gets
sent overthe WAN.

* Proprietary deduplication and compression
technology means daily backups are a fraction
of the selected size.

* WAN optimization helps minimize bandwidth
usage; bandwidth throttling is availableduring
business hours for slow network connections.

* Restoreonly what has changed for efficient
recovery.

Efficiency and ease of use

* Simplifybackup management and spend less
time on routine tasks.

* Manage server, workstation, and Microsoft 365
backups for multiple locations or customers from
a single dashboard.

* Automate backup deployment with device
profilesto help provide consistent configurations.

* Manage by exception with customizable views
andreporting.

Microsoft 365 data protection*
(standalone andintegrated into N-central)

* Recoveryof deleted items helps you keep
control of your customers’data in Microsoft 365.

* Manage Microsoft 365 backupsfrom the same
dashboard as server and workstation backups

* Upto sevenyears’data retention to help your
customers meet regulatory requirements.

* Storage inour global private cloud is included.
Fair-use policies apply.*

* Cove Data Protection for Microsoft 365 includes Exchange™,OneDrive®,andSharePoint data.
Fairuse policy includes up to 1TBof Microsoft 365 data per unique user..
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Data centers around the world

* Backupstorage in our private cloud is

included in your price.

* Keepdata inregion, with 30 data

centers worldwide, located across four

continents.

* 1S027001,1S09001

, and other

certifications dependingon your

chosen data center.

* Usingone vendor for your backup

software and cloud storage simplifies

billingand support.

Supported operating systems

Windows®

8,8.1,10and 11

Country HIPAA 1SO27001 1SO9001 NIST800-53 PCIDSS SOC1TYPEIl SOC2TYPEIl
Australia X X X X
Belgium X

Brazil X X X X X
Denmark X X X X
France X X X X X
Germany X X X X X
Italy X X X X X
Netherlands X X X X X
Norway X X

Portugal X X X X X
S. Africa X

Spain X X X

Sweden X X

Switzerland X X X X X
UK X X X X X
Canada X X X X X X
USA X X X X X X

** Other location-specific certifications exist, above table contains most requested

Backupdata is stored in worldwide data centers built for security and

regulatory compliance.

Data sources for backup

The Backup Manager handles individualfiles and

Windows Server®

2012,

2012R2
2016(limited)
2019(limited)
2022 (limited)

* Microsoft SQLServer®
* VMware®
* Microsoft Hyper-V®

* Microsoft Exchange™

directories as well as complex systems, such as:

macOS® 10.15Catalina " Oracle®
11Big Sur * MySQL®
12Monterey Youcan alsoback up and recover the configuration of
your operating system (the “System State” data source)
GNU/Linux® Cent0S 5,6, 7 and Microsoft 365.The N-central integrated versionalso
Debian 5, 6, 7.8 supports Microsoft 365 data protection.

OpenSUSE 11,12

Pleaseview data sources documentation for system

compatibility details.
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Additionalfeatures

Availableon all supported operating systems

* Multilingual support. Youcan use the Backup

Managerin any of these sevenlanguages:
English, Dutch, Russian, German, Spanish,
French,or Portuguese.

* Remote management. Youcan send remote
commands to the Backup Managerson your end

users’devices.

* Proxyconnections. The Backup Manager can

work from behind a proxy server.

* Emailreports. Receiveemailupdates on status
or recent backup and recovery sessions. This
action can be done by an end userinthe Backup
Manager or remotely, by a system administrator.

* Bandwidth usage control. Help ensure your
bandwidth usage neverexceeds a specified limit.

Management Console (Web) Backup Manager

https://backup.management/

Client-side backup application available
in English, Dutch, Russian, German,
Spanish, French, Portuguese, and
Norwegian

Virtual Drive

Optionallyinstalled with the Backup
Manager, this allowsself-service access
to backed-up data viaalocal file browser

Recovery Console

Multi-instance recoverytool for setting
up proactive or on-demand data recovery
from servers and workstations to any
location

Bare-Metal Recovery

Create bootable USBor CDmedia to
recoveryour system directly to bare
hardware without aprior OSinstallation

Server Tool

Self-service tool for managing seed
uploads or downloads from almost any
location

Storage Node Installer

Optionalinstaller for a self-hosted
storage node
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“It's crazy how little data is sent in daily backups using N-able.

We’'rebacking up GBsof data, yet by using the LocalSpeedVaultand TrueDelta, we’re only transferring a couple
of hundred MBs.

Backupsthat used to take eight hours are now complete inten minutes.”

—Kyle Orr
Orr Systems

About Lapis IT BV

Lapis IT BV is a Managed Service Provider partner of N-able. We provide support to customers whom are aware of the cost
and damage of downtime, data recovery, data loss or reputation damage.

Contact:

Telephone :+31(0) 35712 33 90

E-mail : info@lapisit.nl

Website : www.lapisit.nl
About N-able

N-able, Inc. (NYSE:NABL),thesolutions partner helping IT services providers deliver
security, data protection, and remote monitoring and management services.

N-ablefuels ITservices providers with powerful software solutions to monitor, manage,
and secure their customers’ systems, data, and networks. Built on a scalable platform, we
offer secure infrastructure and tools to simplify complex ecosystems, as wellasresources
to navigate evolvingITneeds. We help partners excelat every stage of growth, protect
their customers, and expand their offerings with anever-increasing,flexible portfolio of
integrations from leadingtechnology providers.

n-able.com
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